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 BlackBerry Enterprise Server disaster recovery
BlackBerry Enterprise Server disaster 
recovery

Planning your disaster recovery strategies
When creating disaster recovery strategies, you should consider which types of disaster scenarios might occur and 
how you will respond. 

Your strategies might include levels of disaster and an assessment of which services and functionality you restore.

Visit www.blackberry.com/knowledgecenterpublic to read Disaster Recovery Strategies for the BlackBerry 
Enterprise Solution for more information about planning for disaster recovery.

Preparing for disaster recovery of the BlackBerry Enterprise 
Server
You prepare for disaster recovery by creating a standby instance of the BlackBerry® Enterprise Server on a 
separate computer. If the primary instance becomes unavailable—for example, as a result of a hardware failure or 
a local network service interruption—you switch immediately to the standby instance. This switch is referred to as 
a cutover process. 

You can create a standby instance of the BlackBerry Enterprise Server after a disaster scenario occurs, provided 
that the BlackBerry Configuration Database is available.

Planning your disaster recovery strategies
Preparing for disaster recovery of the BlackBerry Enterprise Server
Preparing for disaster recovery of the BlackBerry Configuration Database
Responding to a disaster scenario
Moving forward from disaster recovery
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Disaster Recovery Guide
Primary and standby instances of the BlackBerry Enterprise Server

Checklist: BlackBerry Enterprise Server disaster recovery requirements and 
considerations

Requirements and considerations

You must have one separate computer for the standby instance of the BlackBerry Enterprise Server.

If your BlackBerry Enterprise Server environment includes the BlackBerry MDS™ Services, consider installing the BlackBerry MDS 
Services on a separate computer. 

This configuration permits both the primary and standby instances of the BlackBerry Enterprise Server to access the same set of 
BlackBerry MDS Services databases, and therefore the same set of BlackBerry MDS Studio™ Applications. If you install the 
BlackBerry MDS Services on the same computer as the BlackBerry Enterprise Server, you must specify different BlackBerry MDS 
Services databases. As a result, you must publish BlackBerry MDS Studio Applications to both the primary and standby instances 
of the BlackBerry MDS Services.

To prevent service books and IT policies from resending during the cutover process, you must use the DomBESCutover tool to 
update user records in the BlackBerry Configuration Database with the name of the standby instance of the BlackBerry Enterprise 
Server. See the DomBESCutover Tool User Guide for more information about using this tool.

To obtain the DomBESCutover tool, contact BlackBerry Technical Support.
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 BlackBerry Enterprise Server disaster recovery
Prepare for disaster recovery of the BlackBerry Enterprise Server
> Perform the following actions: 

Action Procedure

Install the standby instance 
of the BlackBerry Enterprise 
Server.

1. Install the standby instance of the BlackBerry Enterprise Server using the same version, including 
service pack and hotfix, as the primary instance of the BlackBerry Enterprise Server. See the 
BlackBerry Enterprise Server Installation Guide for more information about installing the BlackBerry 
Enterprise Server.

2. During configuration, specify the following settings to match those of the primary instance of the 
BlackBerry Enterprise Server:

• BlackBerry administration account

• BlackBerry Configuration Database name

• Service Routing Protocol (SRP) identifier and authentication key

3. At the end of the setup application, clear the Start Services check box. 

Warning: Do not start the standby instance of the BlackBerry Enterprise Server. You cannot have two 
simultaneous connections to the wireless network using the same SRP identifier. Attempts to do so make 
the SRP identifier unavailable.

Prevent the standby 
instance of the BlackBerry 
Enterprise Server from 
connecting to the 
BlackBerry Infrastructure.

> On the computer on which you created the standby instance of the BlackBerry Enterprise Server, in 
the Windows Services pane, set the startup type for all BlackBerry services to Disabled.

Make the BlackBerry 
Enterprise Server add-in 
task unavailable.

1. In the IBM® Lotus® Domino® Directory, open the configuration settings document for the standby 
instance of the BlackBerry Enterprise Server.

2. On the Notes.ini Settings tab, click Set/Modify Parameters.

3. Delete BES from the ServerTasks entry. 

4. Save and close the document.

5. Verify that the automatic start option for the IBM Lotus Domino server is turned off.

Specify access to the 
standby instance of the 
BlackBerry Enterprise 
Server.

1. In the IBM Lotus Domino Directory, open the server document for the standby instance of the 
BlackBerry Enterprise Server.

2. Change the server document to prevent users from accessing the computer so that replication or save 
conflicts in the BlackBerry state databases do not occur.

3. Save and close the document.

Create replicas of BlackBerry 
related databases and 
specify a replication cycle.

1. On the computer on which you created the standby instance of the BlackBerry Enterprise Server, 
create replicas of the BlackBerry related databases that belong to the primary instance of the 
BlackBerry Enterprise Server. These databases reside in the following folders:

• BlackBerry Profiles database: Lotus\Domino\Data\BES

• BlackBerry state databases: Lotus\Domino\Data\BES\State

2. Specify a replication cycle for all the databases listed in step 1 with an interval of 15 minutes to keep 
the databases current.

Note: When you add or delete users on the primary instance of the BlackBerry Enterprise Server, the 
replication cycle does not update the BlackBerry state databases automatically. You must manually add 
or delete replicas of the BlackBerry state databases on the standby instance of the BlackBerry Enterprise 
Server using a utility or agent.
7
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Preparing for disaster recovery of the BlackBerry 
Configuration Database
You prepare for disaster recovery by creating a standby instance of the BlackBerry Configuration Database on a 
separate database server. If the primary instance becomes unavailable—for example, as a result of a hardware 
failure—you switch immediately to the standby instance. 

Preparing the BlackBerry Configuration Database for disaster recovery involves creating a one-way transactional 
replica of the BlackBerry Configuration Database from the primary database server to a standby database server. 
You specify the primary database server as a publisher of information and the standby database server as a 
subscriber to that information.

You cannot create a standby instance of the BlackBerry Configuration Database using transactional replication 
after a disaster scenario occurs.

Primary and standby instances of the BlackBerry Configuration Database

Store the DomBESCutover 
tool on the standby 
computer.

> Store the DomBESCutover tool on the computer on which you created the standby instance of the 
BlackBerry Enterprise Server.

Action Procedure
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 BlackBerry Enterprise Server disaster recovery
After you specify the publication schedule, transactional replication is designed to copy data from the primary 
instance of the BlackBerry Configuration Database to the standby instance of the BlackBerry Configuration 
Database with minimal latency. As a result, the data loss expected when switching from the primary instance to 
the standby instance is limited to only a few transactions.

Visit msdn.microsoft.com/library/en-us/replsql/repltypes_754j.asp for more information about how transactional 
replication works.

Checklist: BlackBerry Configuration Database disaster recovery requirements 
and considerations

Requirements and considerations

You must have one separate computer for the standby database server.

You must have one additional Microsoft® SQL Server license for the standby database server.

To support database replication, you must verify that your database environment is Microsoft SQL Server 2000 Service Pack (SP) 
4 or higher. Research In Motion (RIM) does not support database replication for Microsoft SQL Server 2000 Desktop Engine 
(MSDE 2000) or IBM DB2® Universal Database (DB2 UDB) database environments. 

To support database replication, you must configure your primary and standby database servers to permit access from remote 
computers.

To support database replication, you must verify that the Microsoft SQL Server Agent uses a Domain user account with local 
Administrator permissions as the startup account. This account must have administrative privileges on both database servers so 
that each Microsoft SQL Server Agent can access the shared replication folder.

To support database replication, you must verify that the shared replication folder is accessible from both database servers.

You must configure your standby database server with the same permissions required by the BlackBerry Enterprise Server that 
you configure on your primary database server. See the BlackBerry Enterprise Server Installation Guide for more information 
about database permissions that the BlackBerry Enterprise Server requires.

To support database replication, you must verify that your BlackBerry Configuration Database is Version 4.1 SP2 or later.

If you are using the BlackBerry database notification system, you must install the BlackBerry database notification system on both 
the primary and standby database servers. See the BlackBerry Enterprise Server Installation Guide for more information about 
installing the BlackBerry database notification system.

If you are upgrading the BlackBerry Configuration Database, you must delete the transactional replication and then reconfigure 
the transactional replication after you complete the upgrade process.

Consider the impacts of transactional replication on the performance of your primary database server. You can limit the resources 
required to support transactional replication by storing the replication folder on a separate computer. 

Visit msdn.microsoft.com/library/en-us/replsql/replplan_1l4e.asp for more information about planning for transactional 
replication.

Visit www.blackberry.com/support/downloads to download the database replication tools.
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Prepare for disaster recovery of the BlackBerry Configuration Database in a 
Microsoft SQL Server 2000 environment
> Perform the following actions:

Action Procedure

Prevent every BlackBerry Enterprise Server in 
the BlackBerry Domain from connecting to the 
BlackBerry Configuration Database while you 
configure replication.

1. On the computer on which you installed the BlackBerry Enterprise Server, in the 
Windows Services pane, stop all BlackBerry services in the following order:

• BlackBerry Controller

• BlackBerry Router

• BlackBerry Dispatcher

• all remaining BlackBerry services

2. Repeat step 1 on every BlackBerry Enterprise Server that connects to the 
BlackBerry Configuration Database.

Prepare the BlackBerry Configuration Database 
for replication and prevent access while you 
back up the BlackBerry Configuration 
Database.

1. In the Microsoft SQL Server Enterprise Manger, in the left pane, browse to primary 
database server name > Database. 

2. Right-click the BlackBerry Configuration Database and click Properties.

3. On the Options tab, in the Recovery Model drop-down list, click Full.

4. Select Restrict Access.

5. Select Single user.

6. Click OK.

Back up the BlackBerry Configuration 
Database.

1. In the Microsoft SQL Server Enterprise Manger, in the left pane, browse to primary 
database server name > Database.

2. Right-click the BlackBerry Configuration Database and click All Tasks > Backup 
Database.

3. Back up the BlackBerry Configuration Database to a uniquely named file (for 
example, databasename_BKUP_yymmddhhmmss.bak).

Permit access to the BlackBerry Configuration 
Database.

1. In the Microsoft SQL Server Enterprise Manger, in the left pane, browse to primary 
database server name > Database. 

2. Right-click the BlackBerry Configuration Database and click Properties.

3. On the Options tab, clear Restrict Access.

4. Click OK.
10
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Prepare the primary database server for 
publication.

1. In the Microsoft SQL Server Enterprise Manger, in the left pane, browse to primary 
database server name > Replication.

2. Right-click Replication and click Configure Publishing, Subscribers, and 
Distribution.

3. Follow the instructions on the screen to specify the following settings: 

• make the database server on which the BlackBerry Configuration Database 
resides its own replication distributor

• verify that the Microsoft SQL Server Agent uses a Domain user account with 
local Administrator permissions as the startup account; this account must have 
administrative privileges on both database servers so that each Microsoft SQL 
Server Agent can access the shared replication folder

• specify the network path to the snapshot folder; this folder must be a shared 
folder that each Microsoft SQL Server Agent can access

• use the default publication and distribution settings

4. Confirm that the wizard completes successfully when the Replication Monitor 
appears in the left pane.

Action Procedure
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Configure the publication. 1. In the Microsoft SQL Server Enterprise Manger, in the left pane, browse to primary 
database server name > Replication.

2. Right-click Publications and click New Publication.

3. Select Show advanced options in this wizard.

4. Click Next.

5. From the list of databases, click the name of your BlackBerry Configuration 
Database. 

6. Click Next.

7. Select Transactional publication as the publication type.

8. Click Next.

9. Leave the Updatable Subscription options cleared.

10. Click Next.

11. Select No, Subscribers receive data directly.

12. Click Next.

13. Select all types of database servers that you expect to subscribe to this publication.

14. Click Next.

15. In the left pane, in the Tables row, click Publish.

16. In the right pane, in the list of tables, clear the ServiceConfig and ServiceTable 
tables. These tables appear in the list only if you install the BlackBerry database 
notification system.

17. Click Next.

18. Review the IDENTITY property not transferred to Subscribers issue description. 
You take steps to resolve this issue when you connect to the standby instance of 
the BlackBerry Configuration Database in a disaster response scenario.

19. Click Next.

20. Accept or change default Publication name.

21. Click Next.

22. Select Yes, I will define data filters. 

23. Click Next

24. Select Vertically, by filtering the columns.

25. Click Next.

26. In the right pane, clear the column with the timestamp data type (for example, the 
Lurnum column).

27. In the left pane, click the next table in the list.

28. Repeat steps 23 and 24 for all tables in the list that contain the timestamp data 
type.

29. Click Next.

30. Select No, allow only named subscriptions.

31. Click Next.

32. Accept or change the default Snapshot Agent schedule.

33. Click Next.

34. Click Finish.

Action Procedure
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Copy the publication into a script. 1. In Microsoft SQL Server Enterprise Manger, in the left pane, browse to primary 
database server name > Replication > Publications.

2. Right-click the publication you created and select Generate SQL Script.

3. Click OK.

4. Click Save As.

5. In the File name field, type bes_make_push.sql.

6. Click Save.

7. Click OK.

Configure the subscription and create the 
standby instance of the BlackBerry 
Configuration Database.

1. In the Microsoft SQL Server Enterprise Manger, in the left pane, verify that the 
standby database server is present in the Microsoft SQL Server Group. 

2. If the standby database server is not present, right-click SQL Server Group.

3. Click New SQL Server Registration. Follow the instructions on the screen to add 
the standby database server.

4. In the Microsoft SQL Server Enterprise Manger, in the left pane, browse to primary 
database server name > Replication > Publications.

5. Right-click the publication you created and click Push New Subscription.

6. Select Show advanced options in this wizard.

7. Click Next.

8. From the list of subscribers, click the standby database server name.

9. Click Next.

10. Create a new database that will be the standby instance of the BlackBerry 
Configuration Database.

11. Click Next.

12. Select Run the agent at the Distributor.

13. Click Next.

14. Select Continuously as your distribution agent schedule.

15. Click Next.

16. Select Yes, initialize the schema and the data.

17. Select Start the Snapshot Agent.

18. Click Next.

19. Confirm that the Microsoft SQL Server Agent is running.

20. Click Next.

21. Click Finish.

Note: You might need to restart the Microsoft SQL Enterprise Manager to see that the 
subscription is active.

Update the standby database server with RIM 
specific error messages.

1. In the Microsoft SQL Query Analyzer, connect to the standby database server.

2. Open errors.sql located in the Database > DBInstallScripts > SQL Server > 4.1.2 
folder on the installation media.

3. Change the _DATABASENAME_ value to use the name of the standby instance of 
the BlackBerry Configuration Database.

4. Run the query.

Action Procedure
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Install the BlackBerry database notification 
system on the standby database server, if 
applicable in your environment.

> If you installed the BlackBerry database notification system on your primary 
database server, install the BlackBerry database notification system on the 
standby database server. See the BlackBerry Enterprise Server Installation Guide 
for more information about installing the BlackBerry database notification system.

Change the stored procedures on the standby 
instance of the BlackBerry Configuration 
Database.

1. In the Microsoft SQL Server Enterprise Manger, in the left pane, browse to standby 
database server name > Database > standby instance of the BlackBerry 
Configuration Database > Stored Procedures.

2. Copy all the stored procedures in the list that start with the following prefixes:
• sp_MSdel_
• sp_MSins_
• sp_MSupd_

3. Paste the stored procedures into a text file named make_repl_sp.sql.

4. Save and close the file.

5. At the command prompt, switch to location of the BESDBRepl.exe tool.

6. Type BESDBRepl.exe /R make_repl_sp.sql complete_repl.sql. 

7. Press ENTER.

8. Click Microsoft OLE DB Provider for SQL Server.

9. Click Next.

10. Click the primary database server.

11. Select Use Windows NT Integrated Security.

12. Click the primary instance of the BlackBerry Configuration Database.

13. Click OK.

14. Type exit.

15. In Notepad, open complete_repl.sql.

16. Find the sp_MSupd_ServerStats stored procedure.

17. Delete the following line:

“Id” = case substring(@bitmap,1,1) & 1 when 1 then @c1 else 
“Id” end,

18. Save and close the file.

Delete the publication and any replication 
errors.

1. In SQL Server Enterprise Manger, in the left pane, browse to primary database 
server name > Replication Monitor> Replication Alerts.

2. In the right pane, delete any errors that appear.

3. In the left pane, browse to primary database server name > Replication > 
Publications.

4. Right-click the publication name and click Delete.

5. Click Yes.

Action Procedure
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Replace the standby instance of the BlackBerry 
Configuration Database with a restored copy of 
the primary instance of the BlackBerry 
Configuration Database.

1. Copy the backup file from the primary database server to the standby database 
server.

2. In the Microsoft SQL Server Enterprise Manger, in the left pane, browse to standby 
database server name > Database > standby instance of the BlackBerry 
Configuration Database 

3. Right-click the standby instance of the BlackBerry Configuration Database and 
click All Tasks > Restore Database.

4. Select From device.

5. Click Select Devices.

6. Click Add.

7. Browse to the backup file that you copied from the primary database server.

8. Click OK.

9. Select Restore backup set.

10. Select Database - complete. 

11. On the Options tab, select Force restore over existing database.

12. Click OK.

Permit access to the standby instance of the 
BlackBerry Configuration Database.

1. In the Microsoft SQL Server Enterprise Manger, in the left pane, browse to standby 
database server name > Database. 

2. Right-click the standby instance of the BlackBerry Configuration Database and 
click Properties.

3. On the Options tab, clear Restrict Access.

4. Click OK.

Apply the changed stored procedures to the 
standby instance of the BlackBerry 
Configuration Database. 

1. In the Microsoft SQL Query Analyzer, connect to the standby database server.

2. Connect to the standby instance of the BlackBerry Configuration Database.

3. Open complete_repl.sql.

4. Run the query.

Replace the publication with the modified 
version.

1. In the Microsoft SQL Query Analyzer, connect to the primary database server.

2. Open bes_make_push.sql.

3. Execute the query.

4. In SQL Server Enterprise Manger, click Refresh to see the modified version of the 
publication.

Action Procedure
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Configure the subscription on the modified 
version of the publication.

1. In the Microsoft SQL Server Enterprise Manger, in the left pane, browse to primary 
database server name > Replication > Publications.

2. Right-click the publication you created and click Push New Subscription.

3. From the list of subscribers, click the standby database server name.

4. Click Next.

5. Browse to the standby instance of the BlackBerry Configuration Database.

6. Click Next.

7. Select Continuously as your distribution agent schedule.

8. Click Next.

9. Select No, the Subscriber already has the schema and data.

10. Click Next.

11. Confirm that the Microsoft SQL Server Agent is running.

12. Click Next.

13. Click Finish.

Note: You might need to restart the Microsoft SQL Enterprise Manager to see that the 
subscription is active.

Configure a trace flag as a startup parameter so 
that UPDATE statements do not replicate as 
DELETE/INSERT statements.

1. In the Microsoft SQL Query Analyzer, connect to the primary database server.

2. Connect to the primary instance of the BlackBerry Configuration Database.

3. Type DBCC TRACEON (8207, -1).

4. Run the query.

5. In the Microsoft SQL Server Enterprise Manger, in the left pane, browse to primary 
database server name.

6. Right-click the primary database server and click Properties.

7. On the General tab, click Startup Parameters.

8. In the Parameter field, type -T8207.

9. Click Add.

10. Click OK.

Visit www.support.microsoft.com/kb/238254 for more information about this trace 
flag.

Start the replication process. 1. In the Microsoft SQL Server Enterprise Manger, in the left pane, browse to primary 
database server name > Replication Monitor > Agents.

2. Click Snapshot Agents.

3. In the right pane, right-click the publication that you created and click Start 
Agent.

4. Click Miscellaneous Agents.

5. In the right pane, confirm that no errors appear.

6. Click Replication Alerts.

7. In the right pane, confirm that no errors appear.

Action Procedure
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Prepare for disaster recovery of the BlackBerry Configuration Database in a 
Microsoft SQL Server 2005 environment
> Perform the following actions:

Permit every BlackBerry Enterprise Server in the 
BlackBerry Domain to connect to the BlackBerry 
Configuration Database.

1. On the computer on which you installed the BlackBerry Enterprise Server, in the 
Windows Services pane, start all BlackBerry services in the following order:

• BlackBerry Controller

• BlackBerry Router

• BlackBerry Dispatcher

• all remaining BlackBerry services

2. Repeat step 1 on every BlackBerry Enterprise Server that connects to the 
BlackBerry Configuration Database.

Action Procedure

Prevent every BlackBerry Enterprise Server in 
the BlackBerry Domain from connecting to the 
BlackBerry Configuration Database while you 
configure replication.

1. On the computer on which you installed the BlackBerry Enterprise Server, in the 
Windows Services pane, stop all BlackBerry services in the following order:

• BlackBerry Controller

• BlackBerry Router

• BlackBerry Dispatcher

• all remaining BlackBerry services

2. Repeat step 1 on every BlackBerry Enterprise Server that connects to the 
BlackBerry Configuration Database.

Prepare the BlackBerry Configuration Database 
for replication and prevent access while you 
configure the publication.

1. In the Microsoft SQL Server Management Studio, in the left pane, browse to 
primary database server name > Database.

2. Right-click the BlackBerry Configuration Database and click Properties.

3. Click the Options page.

4. In the Recovery Model drop-down list, click Full.

5. In the State section, in the Restrict Access drop-down list, click Single.

6. Click OK.

Back up the BlackBerry Configuration 
Database.

1. In the Microsoft SQL Server Management Studio, in the left pane, browse to 
primary database server name > Database.

2. Right-click the BlackBerry Configuration Database and click Tasks > Back Up.

3. Back up the BlackBerry Configuration Database to a uniquely named file (for 
example, databasename_BKUP_yymmddhhmmss.bak).

Action Procedure
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Restore the BlackBerry Configuration Database 
on the standby database server.

1. Copy the backup file from the primary database server to the standby database 
server.

2. In the Microsoft SQL Server Management Studio, in the left pane, browse to 
standby database server name > Database.]

3. Right-click Database and click Restore Database.

4. Select From device.

5. Browse to the backup file that you copied from the primary database server.

6. Click OK.

7. In the To database drop-down list, click the name of the BlackBerry Configuration 
Database.

8. In the list of backup sets to restore, select the backup file that you copied from the 
primary database server.

9. Click the Options page. 

10. Select Overwrite the existing database. 

11. Click OK.

Update the standby database server with RIM 
specific error messages.

1. In the Microsoft SQL Server Management Studio, connect to the standby database 
server.

2. Open errors.sql located in the Database > DBInstallScripts > SQL Server > 4.1.2 
folder on the installation media.

3. Change the _DATABASENAME_ value to use the name of the standby instance of 
the BlackBerry Configuration Database.

4. Run the query.

Permit access to the primary and standby 
instances of the BlackBerry Configuration 
Database.

1. In the Microsoft SQL Server Management Studio, connect to the primary database 
server.

2. Right-click the primary instance of the BlackBerry Configuration Database and 
click Properties.

3. Click the Options page.

4. In the State section, in the Restrict Access drop-down list, click Multiple.

5. Click OK.

6. Repeat steps 1 through 5 on the standby instance of the BlackBerry Configuration 
Database.

Action Procedure
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Configure the publication. 1. In the Microsoft SQL Server Management Studio, in the left pane, browse to 
primary database server name > Replication.

2. Right-click Local Publications and click New Publication.

3. Select primary database server will act as its own Distributor.

4. Click Next.

5. In the Snapshot folder field, type the network location of the snapshot folder.

6. Click Next.

7. From the list of databases, click the name of your primary instance of the 
BlackBerry Configuration Database.

8. Click Next.

9. Click Transactional publication.

10. Click Next.

11. In the list of Objects to publish, select Tables, Stored Procedures, Views, and 
User Defined Functions.

12. If the BlackBerry database notification system exists on your computer, expand 
Tables.

13. Clear the ServiceConfig and ServiceTable tables. 

14. Click Next. 

15. In the Snapshot Agent security settings, select Run under the following Windows 
account.

16. Type the username and password of a domain account with Local administrator 
permissions.

17. Select By impersonating the process account.

18. Click OK.

19. Click Next.

20. Select Schedule the Snapshot Agent to run at the following times.

21. Accept or change the default schedule.

22. Click Next.

23. Select Create the publication.

24. Click Next.

25. In the Publication name field, type a name for the publication.

26. Click Finish.

Action Procedure
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Responding to a disaster scenario
When you respond to the loss of a BlackBerry Enterprise Server, you cut over to a standby instance that is fully 
operational and running with the BlackBerry services turned off.

When you respond to the loss of a BlackBerry Configuration Database, you change the BlackBerry Enterprise 
Server and any additional installations of the BlackBerry Manager to connect to a replica of the BlackBerry 
Configuration Database on a standby database server.

Prepare the standby database server and 
configure the subscription.

1. In the Microsoft SQL Server Management Studio, in the left pane, connect to the 
standby database server. 

2. Browse to standby database server name > Replication.

3. Right-click Local Subscriptions and click New Subscription.

4. From the list of publishers, click the primary database server name.

5. From the list of databases and publications, click the publication for the primary 
instance of the BlackBerry Configuration Database.

6. Click Next.

7. Select Run each agent at its Subscriber (pull subscriptions).

8. Click Next.

9. In the Subscriber column, select the standby database server.

10. In the Subscription Database drop-down list, click the standby instance of the 
BlackBerry Configuration Database.

11. Click Next.

12. Set the distribution agent security so that you access the Snapshot Agent using a 
domain administrative account.

13. Select By impersonating the process account.

14. Click OK.

15. Click Next.

16. In the Agent Schedule drop-down list, click Run continuously.

17. Click Next.

18. In the Subscription properties, clear Initialize.

19. Click Next.

20. Click Finish.

Permit every BlackBerry Enterprise Server in the 
BlackBerry Domain to connect to the BlackBerry 
Configuration Database.

1. On the computer on which you installed the BlackBerry Enterprise Server, in the 
Windows Services pane, start all BlackBerry services in the following order:

• BlackBerry Controller

• BlackBerry Router

• BlackBerry Dispatcher

• all remaining BlackBerry services

2. Repeat step 1 on every BlackBerry Enterprise Server that connects to the 
BlackBerry Configuration Database.

Action Procedure
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Respond to the loss of a BlackBerry Enterprise Server
> Perform the following actions:

Action Procedure

Make the BlackBerry Enterprise Server add-in 
task unavailable on the primary computer.

1. In the IBM Lotus Domino Directory, open the configuration settings document for 
the primary instance of the BlackBerry Enterprise Server.

2. On the Notes.ini Settings tab, click Set/Modify Parameters.

3. Delete BES from the ServerTasks entry. 

4. Save and close the document.

Specify access to the primary and standby 
computers.

1. In the IBM Lotus Domino Directory, open the server document for the standby 
instance of the BlackBerry Enterprise Server.

2. Change the server document to permit users to access the computer.

3. Save and close the document.

4. Open the server document for the primary instance of the BlackBerry Enterprise 
Server.

5. Change the server document to prevent users from accessing the computer so that 
replication or save conflicts in the BlackBerry state databases do not occur.

6. Save and close the document.

Use the DomBESCutover tool to update user 
accounts with information about the standby 
instance of the BlackBerry Enterprise Server.

> Use the DomBESCutover tool to update user records in the BlackBerry 
Configuration Database with information about the standby instance of the 
BlackBerry Enterprise Server.

Make the BlackBerry Enterprise Server add-in 
task available on the standby computer.

1. In the IBM Lotus Domino Directory, open the configuration settings document for 
the standby instance of the BlackBerry Enterprise Server.

2. On the Notes.ini Settings tab, click Set/Modify Parameters.

3. Add BES to the ServerTasks entry. 

4. Save and close the document.

Prevent the primary instance of the BlackBerry 
Enterprise Server from connecting to the 
BlackBerry Infrastructure.

> If possible, prevent the primary instance of the BlackBerry Enterprise Server from 
establishing a network connection (for example, unplug the computer from your 
LAN).

Warning: You cannot have two simultaneous connections to the wireless network 
using the same SRP identifier. Attempts to do so make the SRP identifier unavailable.

Permit the standby instance of the BlackBerry 
Enterprise Server to connect to the BlackBerry 
Infrastructure.

1. On the computer on which you created the standby instance of the BlackBerry 
Enterprise Server, in the Windows Services pane, set the startup type for all 
BlackBerry services to Automatic.

2. Start the BlackBerry services in the following order:

• BlackBerry Controller

• BlackBerry Router

• BlackBerry Dispatcher

• all remaining BlackBerry services, except the BlackBerry MDS Connection 
Service or the BlackBerry Collaboration Service.
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Confirm the recovery of a BlackBerry Enterprise Server
1. On the standby instance of the BlackBerry Enterprise Server, on the taskbar, click Start > Programs > 

BlackBerry Enterprise Server > BlackBerry Server Configuration.

2. Perform the following actions:

Associate the BlackBerry services that support 
multiplicity to the standby BlackBerry 
Enterprise Server.

1. In the BlackBerry Manager, in the left pane, click BlackBerry Domain.

2. On the Global tab, expand Service Control & Customization.

3. Click MDS CS to BES Mapping. 

4. In the BES Mappings dialog box, in the left pane, click the BlackBerry MDS 
Connection Service on the primary instance of the BlackBerry Enterprise Server.

5. In the right pane, clear the primary instance of the BlackBerry Enterprise Server.

6. In the left pane, click the BlackBerry MDS Connection Service on the standby 
instance of the BlackBerry Enterprise Server.

7. In the right pane, select the primary instance of the BlackBerry Enterprise Server. 

8. Click OK. 

9. Click IM to BES Mapping. 

10. In the IM to BES Mappings dialog box, in the left pane, click the BlackBerry 
Collaboration Service on the primary instance of the BlackBerry Enterprise Server.

11. In the right pane, clear the primary instance of the BlackBerry Enterprise Server. 

12. In the left pane, click the BlackBerry Collaboration Service on the standby instance 
of the BlackBerry Enterprise Server.

13. In the right pane, select the primary instance of the BlackBerry Enterprise Server. 

14. Click OK. 

Start the BlackBerry services that support 
multiplicity in the BlackBerry Manager.

1. In the BlackBerry Manager, in the left pane, click the BlackBerry MDS Connection 
Service on the standby instance of the BlackBerry Enterprise Server.

2. In the right pane, click Start Service.

3. In the left pane, click the BlackBerry Collaboration Service on the standby instance 
of the BlackBerry Enterprise Server.

4. In the right pane, click Start Service.

Note: The BlackBerry services with the computer name of the primary instance of the 
BlackBerry Enterprise Server appear in the left pane, but they are no longer active. 

Start the IBM Lotus Domino server on the 
standby computer.

> On the computer on which you created the standby instance of the BlackBerry 
Enterprise Server, start the IBM Lotus Domino server.

Action Procedure

Test the connection between the BlackBerry 
Enterprise Server and the BlackBerry 
Infrastructure.

1. On the BlackBerry Server tab, click Validate SRP Key and ID.

2. Confirm that the test completes successfully.

3. On the BlackBerry Router tab, click Test Network Connection.

4. Confirm that the test completes successfully.

Action Procedure
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3. In the Windows Services pane, verify that all BlackBerry services are running.

Respond to the loss of a BlackBerry Configuration Database
> Perform the following actions:

Test the connection between the BlackBerry 
Enterprise Server and the BlackBerry 
Configuration Database.

1. On the Database Connectivity tab, click Test SQL Server Connection. 

2. Confirm that the test completes successfully.

Action Procedure

If your database environment is Microsoft SQL 
Server 2005, delete the subscription on the 
standby instance of the BlackBerry 
Configuration Database.

1.  In the Microsoft SQL Server Management Studio, in the left pane, connect to the 
standby database server. 

2. Browse to standby database server name > Replication > Local Subscriptions.

3. Right-click the pull subscription to the primary instance of the BlackBerry 
Configuration Database.

4. Click Delete.

Update the numbering of the Identity values in 
the standby instance of the BlackBerry 
Configuration Database.

1. On the standby database server, connect to the standby instance of the BlackBerry 
Configuration Database.

2. Open RestoreIdentity.sql located in the Tools > DBReplication folder on the 
installation media.

3. Run the query.

Connect the BlackBerry Enterprise Server to the 
standby instance of the BlackBerry 
Configuration Database.

1. On the computer on which you installed the BlackBerry Enterprise Server, on the 
taskbar, click Start > Programs > BlackBerry Enterprise Server > BlackBerry 
Server Configuration.

2. Click Change Database.

3. Follow the instructions on the screen.

4. Clear the Backup existing database option.

5. Click Start Services to complete the change.

6. Click Finish.

7. Repeat steps 1 through 6 on every BlackBerry Enterprise Server that connects to 
the BlackBerry Configuration Database.

Connect the BlackBerry Manager to the standby 
instance of the BlackBerry Configuration 
Database.

1. On the computer on which you installed the BlackBerry Manager, open the 
Registry Editor.

2. Browse to HKEY_CURRENT_USER\Software\Research In Motion\BlackBerry 
Enterprise Server\Management\Database.

3. Change the DatabaseServerMachineName and DatabaseName values to use the 
values for the standby instance of the BlackBerry Configuration Database.

4. Open the BlackBerry Manager.

5. Repeat steps 1 through 4 on every BlackBerry Manager that connects to the 
BlackBerry Configuration Database.

Action Procedure
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Confirm the recovery of a BlackBerry Configuration Database
1. On the primary instance of the BlackBerry Enterprise Server, on the taskbar, click Start > Programs > 

BlackBerry Enterprise Server > BlackBerry Server Configuration.

2. Perform the following actions:

3. In the Windows Services pane, verify that all BlackBerry services are running.

Respond to the loss of both a BlackBerry Enterprise Server and a BlackBerry 
Configuration Database
> Perform the following actions:

Action Procedure

Test the connection between the BlackBerry 
Enterprise Server and the BlackBerry 
Infrastructure.

1. On the BlackBerry Server tab, click Validate SRP Key and ID.

2. Confirm that the test completes successfully.

3. On the BlackBerry Router tab, click Test Network Connection.

4. Confirm that the test completes successfully.

Test the connection between the BlackBerry 
Enterprise Server and the BlackBerry 
Configuration Database.

1. On the Database Connectivity tab, click Test SQL Server Connection. 

2. Confirm that the test completes successfully.

Action Procedure

Make the BlackBerry Enterprise Server add-in 
task unavailable on the primary computer.

1. In the IBM Lotus Domino Directory, open the configuration settings document for 
the primary instance of the BlackBerry Enterprise Server.

2. On the Notes.ini Settings tab, click Set/Modify Parameters.

3. Delete BES from the ServerTasks entry. 

4. Save and close the document.

Configure access to the primary and standby 
computers.

1. In the IBM Lotus Domino Directory, open the server document for the standby 
instance of the BlackBerry Enterprise Server.

2. Change the server document to permit users to access the computer.

3. Save and close the document.

4. Open the server document for the primary instance of the BlackBerry Enterprise 
Server.

5. Change the server document to prevent users from accessing the computer so that 
replication or save conflicts in the BlackBerry state databases do not occur.

6. Save and close the document.

Make the BlackBerry Enterprise Server add-in 
task available on the standby computer.

1. In the IBM Lotus Domino Directory, open the configuration settings document for 
the standby instance of the BlackBerry Enterprise Server.

2. On the Notes.ini Settings tab, click Set/Modify Parameters.

3. Add BES to the ServerTasks entry. 

4. Save and close the document.
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If your database environment is Microsoft SQL 
Server 2005, delete the subscription on the 
standby instance of the BlackBerry 
Configuration Database.

1. In the Microsoft SQL Server Management Studio, in the left pane, connect to the 
standby database server. 

2. Browse to standby database server name > Replication > Local Subscriptions.

3. Right-click the pull subscription to the primary instance of the BlackBerry 
Configuration Database and click Delete.

Update the numbering of the Identity values in 
the standby instance of the BlackBerry 
Configuration Database.

1. On the standby database server, connect to the standby instance of the BlackBerry 
Configuration Database.

2. Open RestoreIdentity.sql located in the Tools > DBReplication folder on the 
installation media.

3. Run the query.

Connect the standby instance of the BlackBerry 
Enterprise Server to the standby instance of the 
BlackBerry Configuration Database.

1. On the computer on which you installed the BlackBerry Enterprise Server, on the 
taskbar, click Start > Programs > BlackBerry Enterprise Server > BlackBerry 
Server Configuration.

2. Click Change Database.

3. Follow the instructions on the screen.

4. Clear the Backup existing database option.

5. Clear Start Services.

6. Click Finish.

Use the DomBESCutover tool to update user 
accounts with information about the standby 
instance of the BlackBerry Enterprise Server.

> Use the DomBESCutover tool to update user records in the BlackBerry 
Configuration Database with information about the standby instance of the 
BlackBerry Enterprise Server.

Permit the standby instance of the BlackBerry 
Enterprise Server to connect to the BlackBerry 
Infrastructure.

1. On the computer on which you created the standby instance of the BlackBerry 
Enterprise Server, in the Windows Services pane, set the startup type for all 
BlackBerry services to Automatic.

2. Start the BlackBerry services in the following order:

• BlackBerry Controller

• BlackBerry Router

• BlackBerry Dispatcher

• all remaining BlackBerry services, except the BlackBerry MDS Connection 
Service or the BlackBerry Collaboration Service.

Connect the BlackBerry Manager to the standby 
instance of the BlackBerry Configuration 
Database.

1. On the computer on which you installed the BlackBerry Manager, open the 
Registry Editor.

2. Browse to HKEY_CURRENT_USER\Software\Research In Motion\BlackBerry 
Enterprise Server\Management\Database.

3. Change the DatabaseServerMachineName and DatabaseName values to use the 
values for the standby instance of the BlackBerry Configuration Database.

4. Open the BlackBerry Manager.

5. Repeat steps 1 through 4 on every BlackBerry Manager that connects to the 
BlackBerry Configuration Database.

Action Procedure
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Confirm the recovery of both a BlackBerry Enterprise Server and a BlackBerry 
Configuration Database
1. On the standby instance of the BlackBerry Enterprise Server, on the taskbar, click Start > Programs > 

BlackBerry Enterprise Server > BlackBerry Server Configuration.

2. Perform the following actions:

Associate the BlackBerry services that support 
multiplicity to the standby BlackBerry 
Enterprise Server.

1. In the BlackBerry Manager, in the left pane, click BlackBerry Domain.

2. On the Global tab, expand Service Control & Customization.

3. Click MDS CS to BES Mapping. 

4. In the BES Mappings dialog box, in the left pane, click the BlackBerry MDS 
Connection Service on the primary instance of the BlackBerry Enterprise Server.

5. In the right pane, clear the primary instance of the BlackBerry Enterprise Server.

6. In the left pane, click the BlackBerry MDS Connection Service on the standby 
instance of the BlackBerry Enterprise Server.

7. In the right pane, select the primary instance of the BlackBerry Enterprise Server. 

8. Click OK. 

9. Click IM to BES Mapping. 

10. In the IM to BES Mappings dialog box, in the left pane, click the BlackBerry 
Collaboration Service on the primary instance of the BlackBerry Enterprise Server.

11. In the right pane, clear the primary instance of the BlackBerry Enterprise Server. 

12. In the left pane, click the BlackBerry Collaboration Service on the standby instance 
of the BlackBerry Enterprise Server.

13. In the right pane, select the primary instance of the BlackBerry Enterprise Server. 

14. Click OK. 

Start the BlackBerry services that support 
multiplicity in the BlackBerry Manager.

1. In the BlackBerry Manager, in the left pane, click the BlackBerry MDS Connection 
Service on the standby instance of the BlackBerry Enterprise Server.

2. In the right pane, click Start Service.

3. In the left pane, click the BlackBerry Collaboration Service on the standby instance 
of the BlackBerry Enterprise Server.

4. In the right pane, click Start Service.

Note: The BlackBerry services with the computer name of the primary instance of the 
BlackBerry Enterprise Server still appear in the left pane, but they are no longer active. 

Start the IBM Lotus Domino server on the 
standby computer.

> On the computer on which you created the standby instance of the BlackBerry 
Enterprise Server, start the IBM Lotus Domino server.

Action Procedure

Test the connection between the BlackBerry 
Enterprise Server and the BlackBerry 
Infrastructure.

1. On the BlackBerry Server tab, click Validate SRP Key and ID.

2. Confirm that the test completes successfully.

3. On the BlackBerry Router tab, click Test Network Connection.

4. Confirm that the test completes successfully.

Action Procedure
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3. In the Windows Services pane, verify that all BlackBerry services are running.

Moving forward from disaster recovery
When the disaster recovery scenario concludes, you can choose between continuing to operate on the standby 
instances of the BlackBerry Enterprise Server and the BlackBerry Configuration Database or returning to the 
primary instances.

If you continue to operate on your standby instances—making them your new primary instances—you should 
replace your standby instances. 

Replace standby instances
> Perform the following actions:

Test the connection between the BlackBerry 
Enterprise Server and the BlackBerry 
Configuration Database.

1. On the Database Connectivity tab, click Test SQL Server Connection. 

2. Confirm that the test completes successfully.

Action Procedure

Make your previous primary instance of the 
BlackBerry Enterprise Server your new standby 
instance of the BlackBerry Enterprise Server. 

> If your previous primary instance of the BlackBerry Enterprise Server becomes 
available again —for example, when a local network service interruption ends—
specify it to be your new standby instance of the BlackBerry Enterprise Server. 

Install a new standby instance of the BlackBerry 
Enterprise Server. 

> If your previous primary instance of the BlackBerry Enterprise Server is not likely 
to be available again—for example, if you cannot recover the hardware—create a 
new standby instance of the BlackBerry Enterprise Server.

Replace your standby instance of the BlackBerry 
Configuration Database. 

> Configure the standby database server as a distributor and create a publication of 
the BlackBerry Configuration Database to a new subscription on another database 
server.

Action Procedure
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Return to primary instances
> Perform the following actions:

Action Procedure

Return to your primary instance of the 
BlackBerry Configuration Database. 

1. Back up the standby instance of the BlackBerry Configuration Database. 

2. Prevent every BlackBerry Enterprise Server and any additional installations of the 
BlackBerry Manager from connecting to the standby instance of the BlackBerry 
Configuration Database.

Warning: To avoid data corruption, you must prevent a scenario where a 
BlackBerry Enterprise Server continues using the standby instance of the 
BlackBerry Configuration Database while another BlackBerry Enterprise Server 
starts using the primary instance of the BlackBerry Configuration Database.

3. On the primary database server, replace the primary instance of the BlackBerry 
Configuration Database with the restored version of the standby instance of the 
BlackBerry Configuration Database.

4. Permit every BlackBerry Enterprise Server and any additional installations of the 
BlackBerry Manager to connect to the new primary instance of the BlackBerry 
Configuration Database. 
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Return to your primary instance of the 
BlackBerry Enterprise Server. 

1. On the computer on which you created the standby instance of the BlackBerry 
Enterprise Server, in the Windows Services pane, stop all BlackBerry services.

2. Set the startup type for all BlackBerry services to Disabled.

3. In the IBM Lotus Domino Directory, open the configuration settings document for 
the standby instance of the BlackBerry Enterprise Server.

4. On the Notes.ini Settings tab, click Set/Modify Parameters.

5. Remove BES from the ServerTasks entry. 

6. Save and close the document.

7. Verify that the automatic start option for the IBM Lotus Domino server is turned 
off.

8. In the IBM Lotus Domino Directory, open the server document for the standby 
instance of the BlackBerry Enterprise Server.

9. Change the server document to prevent users from accessing the computer so that 
replication or save conflicts in the BlackBerry state databases do not occur.

10. Save and close the document.

11. On the computer on which you created the standby instance of the BlackBerry 
Enterprise Server, use the DomBESCutover tool to update user records in the 
BlackBerry Configuration Database with information about the standby instance 
of the BlackBerry Enterprise Server.

12. Turn on the computer on which you created the primary instance of the BlackBerry 
Enterprise Server.

13. On the computer on which you created the primary instance of the BlackBerry 
Enterprise Server, in the Windows Services pane, verify that the startup type for all 
BlackBerry services is set to Automatic.

14. Start the BlackBerry services in the following order:

• BlackBerry Controller

• BlackBerry Router

• BlackBerry Dispatcher

• all remaining BlackBerry services, except the BlackBerry MDS Connection 
Service or the BlackBerry Collaboration Service.

Action Procedure
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Configure the BlackBerry services that support 
multiplicity on your primary instance of the 
BlackBerry Enterprise Server.

1. In the BlackBerry Manager, in the left pane, click BlackBerry Domain.

2. On the Global tab, expand Service Control & Customization.

3. Click MDS CS to BES Mapping. 

4. In the BES Mappings dialog box, in the left pane, click the BlackBerry MDS 
Connection Service on the standby instance of the BlackBerry Enterprise Server.

5. In the right pane, clear the primary instance of the BlackBerry Enterprise Server.

6. In the left pane, click the BlackBerry MDS Connection Service on the primary 
instance of the BlackBerry Enterprise Server.

7. In the right pane, select the primary instance of the BlackBerry Enterprise Server. 

8. Click OK. 

9. Click IM to BES Mapping. 

10. In the IM to BES Mappings dialog box, in the left pane, click the BlackBerry 
Collaboration Service on the standby instance of the BlackBerry Enterprise Server.

11. In the right pane, clear the primary instance of the BlackBerry Enterprise Server. 

12. In the left pane, click the BlackBerry Collaboration Service on the primary instance 
of the BlackBerry Enterprise Server.

13. In the right pane, select the primary instance of the BlackBerry Enterprise Server. 

14. Click OK. 

15. In the BlackBerry Manager, in the left pane, click the BlackBerry MDS Connection 
Service on the standby instance of the BlackBerry Enterprise Server.

16. In the right pane, click Start Service.

17. In the left pane, click the BlackBerry Collaboration Service on the standby instance 
of the BlackBerry Enterprise Server.

18. In the right pane, click Start Service.

Note: The BlackBerry services with the computer name of the primary instance of the 
BlackBerry Enterprise Server still appear in the left pane, but they are no longer active.

Action Procedure
30



31

BlackBerry Enterprise Server Version 4.1.2 for IBM Lotus Domino Disaster Recovery Guide

Last modified: 10 August 2007

Part number: 10286300 Version 8

At the time of publication, this documentation is based on the BlackBerry Enterprise Server Version 4.1.2 for IBM Lotus Domino. 

©2007 Research In Motion Limited. All Rights Reserved. The BlackBerry and RIM families of related marks, images, and symbols are the 
exclusive properties of Research In Motion Limited. RIM, Research In Motion, BlackBerry, “Always On, Always Connected” and the “envelope in 
motion” symbol are registered with the U.S. Patent and Trademark Office and may be pending or registered in other countries.

IBM, DB2, Lotus, and Domino are either registered trademarks or trademarks of International Business Machines Corporation in the United 
States, other countries, or both. Microsoft and Windows are either registered trademarks or trademarks of Microsoft Corporation in the United 
States and/or other countries. All other brands, product names, company names, trademarks and service marks are the properties of their 
respective owners.

The BlackBerry device and/or associated software are protected by copyright, international treaties, and various patents, including one or more 
of the following U.S. patents: 6,278,442; 6,271,605; 6,219,694; 6,075,470; 6,073,318; D445,428; D433,460; D416,256. Other patents are 
registered or pending in various countries around the world. Visit www.rim.com/patents.shtml for a current list of RIM [as hereinafter defined] 
patents.

This document is provided “as is” and Research In Motion Limited and its affiliated companies(“RIM”) assume no responsibility for any 
typographical, technical, or other inaccuracies in this document. In order to protect RIM proprietary and confidential information and/or trade 
secrets, this document may describe some aspects of RIM technology in generalized terms. RIM reserves the right to periodically change 
information that is contained in this document; however, RIM makes no commitment to provide any such changes, updates, enhancements, or 
other additions to this document to you in a timely manner or at all. RIM MAKES NO REPRESENTATIONS, WARRANTIES, CONDITIONS OR 
COVENANTS, EITHER EXPRESS OR IMPLIED (INCLUDING WITHOUT LIMITATION, ANY EXPRESS OR IMPLIED WARRANTIES OR 
CONDITIONS OF FITNESS FOR A PARTICULAR PURPOSE, NON-INFRINGEMENT, MERCHANTABILITY, DURABILITY, TITLE, OR RELATED TO 
THE PERFORMANCE OR NON-PERFORMANCE OF ANY SOFTWARE REFERENCED HEREIN OR PERFORMANCE OF ANY SERVICES 
REFERENCED HEREIN). IN CONNECTION WITH YOUR USE OF THIS DOCUMENTATION, NEITHER RIM NOR THEIR RESPECTIVE 
DIRECTORS, OFFICERS, EMPLOYEES, OR CONSULTANTS SHALL BE LIABLE TO YOU FOR ANY DAMAGES WHATSOEVER BE THEY DIRECT, 
ECONOMIC, COMMERCIAL, SPECIAL, CONSEQUENTIAL, INCIDENTAL, EXEMPLARY, OR INDIRECT DAMAGES, EVEN IF RIM HAS BEEN 
ADVISED OF THE POSSIBILITY OF SUCH DAMAGES, INCLUDING WITHOUT LIMITATION, LOSS OF BUSINESS REVENUE OR EARNINGS, 
LOST DATA, DAMAGES CAUSED BY DELAYS, LOST PROFITS, OR A FAILURE TO REALIZE EXPECTED SAVINGS.

This document might contain references to third-party sources of information, hardware or software, products or services and/or third-party 
web sites (collectively the “Third-Party Information”). RIM does not control, and is not responsible for, any Third-Party Information, including, 
without limitation the content, accuracy, copyright compliance, compatibility, performance, trustworthiness, legality, decency, links, or any 
other aspect of Third-Party Information. The inclusion of Third-Party Information in this document does not imply endorsement by RIM of the 
Third-Party Information or the third party in any way. Installation and use of Third-Party Information with RIM’s products and services may 
require one or more patent, trademark, or copyright licenses in order to avoid infringement of the intellectual property rights of others. Any 
dealings with Third-Party Information, including, without limitation, compliance with applicable licenses and terms and conditions, are solely 
between you and the third party. You are solely responsible for determining whether such third-party licenses are required and are responsible 
for acquiring any such licenses relating to Third-Party Information. To the extent that such intellectual property licenses may be required, RIM 
expressly recommends that you do not install or use Third-Party Information until all such applicable licenses have been acquired by you or on 
your behalf. Your use of Third-Party Information shall be governed by and subject to you agreeing to the terms of the Third-Party Information 
licenses. Any Third-Party Information that is provided with RIM’s products and services is provided “as is.” RIM makes no representation, 
warranty, or guarantee whatsoever in relation to the Third-Party Information and RIM assumes no liability whatsoever in relation to the Third-
Party Information even if RIM has been advised of the possibility of such damages or can anticipate such damages.

http://www.rim.com/patents

	Contents
	Planning your disaster recovery strategies
	Preparing for disaster recovery of the BlackBerry Enterprise Server
	Prepare for disaster recovery of the BlackBerry Enterprise Server

	Preparing for disaster recovery of the BlackBerry Configuration Database
	Prepare for disaster recovery of the BlackBerry Configuration Database in a Microsoft SQL Server 2000 environment
	Prepare for disaster recovery of the BlackBerry Configuration Database in a Microsoft SQL Server 2005 environment

	Responding to a disaster scenario
	Respond to the loss of a BlackBerry Enterprise Server
	Confirm the recovery of a BlackBerry Enterprise Server
	Respond to the loss of a BlackBerry Configuration Database
	Confirm the recovery of a BlackBerry Configuration Database
	Respond to the loss of both a BlackBerry Enterprise Server and a BlackBerry Configuration Database
	Confirm the recovery of both a BlackBerry Enterprise Server and a BlackBerry Configuration Database

	Moving forward from disaster recovery
	Replace standby instances
	Return to primary instances



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /OK
  /CompatibilityLevel 1.3
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.1000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages false
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages false
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages false
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /Unknown

  /Description <<
    /JPN <FEFF3053306e8a2d5b9a306f30019ad889e350cf5ea6753b50cf3092542b308030d730ea30d730ec30b9537052377528306e00200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /FRA <>
    /DEU <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
    /ENU <FEFF005500730065002000740068006500730065002000730065007400740069006e0067007300200074006f0020006300720065006100740065002000500044004600200064006f00630075006d0065006e00740073002e>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


