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BlackBerry Router

The BlackBerry® Router is the component of the BlackBerry Enterprise Server® that connects to the wireless
network. It also routes data to BlackBerry devices that are connected using the BlackBerry Handheld Manager.

The BlackBerry Enterprise Server distinguishes between a BlackBerry Router and a direct Server Routing Protocol
(SRP) connection. When it detects a BlackBerry Router, it identifies the IP addresses, writes them to the
configuration database, and when a BlackBerry device that is running BlackBerry Handheld Software version 4.0
is provisioned, sends that information in a wireless service book packet to the BlackBerry device.

If the BlackBerry Router is replaced at any time, the BlackBerry Router address changes, but the BlackBerry
devices do not need to be reconnected to the administration or desktop computer to receive a new service book
and BlackBerry Router address. The change is automatically detected by the BlackBerry device. However, there is
a delay before the BlackBerry device detects the change. If the BlackBerry device is connected to the computer at
that time, serial bypass (least cost routing) does not work.

See the BlackBerry Enterprise Server version 4.0 Feature and Technical Overview Guide for your messaging
platform for more information on serial bypass.

Remote implementation

If installed on a remote computer, the BlackBerry Router continues to route BlackBerry traffic to and from the
BlackBerry Infrastructure for one or more BlackBerry Enterprise Servers that must all point to the same SRP
address. You must use the BlackBerry Configuration Panel to configure the BlackBerry Enterprise Server
connection through the BlackBerry Dispatcher to the BlackBerry Router. The BlackBerry Router is designed to
have minimal impact on performance, so most organizations that choose this configuration do so for ease of
deployment in their environment.

See the BlackBerry Enterprise Server version 4.0 Administration Guide for your messaging platform for more
information on configuring the connection.

DMZ implementation

You can install the BlackBerry Router in a remote location outside the firewall and configure the SRP connections
so that all traffic bypasses the firewall. The SRP connections between the BlackBerry Enterprise Server and
BlackBerry Router and between the BlackBerry Router and the BlackBerry Infrastructure are stored in the
BlackBerry Router local registry. The location outside the firewall is referred to as the DMZ (demilitarized zone).

B DMZ i
BlackBerry Wireless Firewall  BlackBerry Router Firewall ~ BlackBerry Enterprise
Wireless Handheld  Metwork Internet Server

BlackBerry Router implemented in the DMZ

The DMZ is a neutral subnetwork between the trusted corporate LAN, and the untrusted external wireless
network and public Internet. The BlackBerry Router can safely be implemented in the DMZ because all traffic
that passes through the BlackBerry Router is encrypted, and all connections to the BlackBerry Router are
authenticated. No encryption keys are stored in or transferred through the BlackBerry Router.

Least cost routing in the DMZ

Serial bypass is referred to as least cost routing because it eliminates the cost to an organization of using the
BlackBerry Infrastructure. Although the BlackBerry solution enables wireless BlackBerry connectivity through
serial bypass, you must have a network connection in place to enable the communication to occur.

When the least cost routing solution is implemented
e Multiple BlackBerry Wireless Handhelds can connect through the same BlackBerry Handheld Manager.

e  BlackBerry Wireless Handhelds can be deployed and all normal functions, with the exception of wireless
enterprise activation, used through the BlackBerry Handheld Manager and the BlackBerry Router without
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use of the radio. After wireless enterprise activation is initiated, the BlackBerry Wireless Handheld can be
connected to the computer to enable enterprise activation to continue without the use of the radio.

When implementing least cost routing while the BlackBerry Router is in the DMZ, the computer that is running
the BlackBerry Handheld Manager must be able to make a TCP connection to port 4101 of the server that is
running the BlackBerry Router that is used by that BlackBerry device.

System requirements

The system requirements for a remote BlackBerry Router can be found in the BlackBerry Enterprise Server version
4.0 Installation Guide for your messaging platform.

Note: Complete the remote installation of the BlackBerry Router component before installing the BlackBerry
Enterprise Server. You establish the connection to the remote computer when you configure the BlackBerry
Enterprise Server.

The full system configuration options for installing a remote BlackBerry Router in the DMZ to deploy the
BlackBerry 7270 Wireless Handheld™ on a wireless LAN can be found in the Blackberry Enterprise Server version
4.0 Implementation Guide for Wireless LAN.

Remote service requirements

Tip: If you have installed a remote BlackBerry Router, do not restart the computer or the service until you have
set the necessary registry values.

To implement a remote BlackBerry Router, you must manually enable remote services through the
AllowRemoteServices registry value on the remote BlackBerry Router computer. This enables the BlackBerry
Router to accept connections from other computers.

Because the BlackBerry Router does not make connections, you can open a port other than 3101, which requires
you to add and configure a new ServicePort value and change the NetworkAccessNode and TcpPort values.

e \\HKEY_LOCAL_MACHINE\SOFTWARE\ Research In Motion\ BlackBerryRouter\ ServicePort
e \\HKEY_LOCAL_MACHINE\SOFTWARE\ Research In Motion\BlackBerry Enterprise

Server\ Dispatcher\ NetworkAccessNode
e \\HKEY_LOCAL_MACHINE\SOFTWARE\Research In Motion\BlackBerry Enterprise

Server\ Dispatcher\ TcpPort

These system configuration values can be changed through the BlackBerry Server Configuration panel or through
the registry. See the BlackBerry Enterprise Server version 4.0 Administration Guide for your messaging platform
for more information on configuring the connection through the BlackBerry Server Configuration panel.

Enable remote services

To enable remote services such as the BlackBerry Dispatcher to connect so that the BlackBerry Router can route
BlackBerry traffic, complete the following steps:

1. On the remote BlackBerry Router computer, open the registry editor.

2. Change the registry entry value for \\HKEY_LOCAL_MACHINE\SOFTWARE\ Research In
Motion\ BlackBerryRouter\ AllowRemoteServices from O to 1.

Change BlackBerry Router listen port

To change the service port that the BlackBerry Router listens on (port 3101 by default), complete the following
steps:

1. On the remote BlackBerry Router computer, open the registry editor.

2. Add a ServicePort registry key as a DWORD value to
\\HKEY_LOCAL_MACHINE\SOFTWARE\ Research In Motion\ BlackBerryRouter

3. Set the key to the new BlackBerry Router listen port value (for example, port 80).

»
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4. Restart the BlackBerry Router service on the remote computer.

Test the connection to the BlackBerry Infrastructure

The test program attempts to connect to the wireless network using the SRP address that you specified during
the installation and the BlackBerry Router listen port.

1. On the computer on which you want to test the connection to the wireless network, at the command
prompt, switch to the location in which the BlackBerry Enterprise Server Software is installed.

2. Type bbsrptest <sqpaddress> -<port>, where <srpaddress> is the SRP address that you provided during the
installation and <porz>is the BlackBerry Router listen port. For example, at the command line, type

bbsrptest.exe — host server.yourdomain.com —port 80

3. Ifthe test is not successful, use the Microsofte Windowse Socket (WINSOCK) error code to diagnose the
problem. See “Common connection errors” in the BlackBerry Enterprise Server version 4.0 Troubleshooting
Guide for your messaging platform for more information.

Configure the BlackBerry Dispatcher

The BlackBerry Dispatcher must know which network access node and TCP port to use when connecting to the
BlackBerry Router. If you are using a remote BlackBerry Router, you might need to change the registry entries for
these values (if you did not originally enter the remote values during the BlackBerry Router installation).

1. Stop the BlackBerry Dispatcher service on the BlackBerry Enterprise Server.

Note: Traffic to the BlackBerry devices on that BlackBerry Enterprise Server stops when the BlackBerry
Dispatcher service is stopped.

2. On the BlackBerry Enterprise Server computer, open the registry editor.

3. Change the registry entry value for \\HKEY_LOCAL_MACHINE\SOFTWARE\ Research In
Motion\ BlackBerry Enterprise Server\ Dispatcher\ NetworkAccessNode from the default to the remote
computer DNS name (for example, server.yourdomain.com).

4. Change the registry entry value for \\HKEY_LOCAL_MACHINE\SOFTWARE\ Research In
Motion\ BlackBerry Enterprise Server\ Dispatcher\TcpPort to the ServicePort value that is specified on the
BlackBerry Router (for example, 80).

Note: If a TCP port is not specified on the BlackBerry Router computer, the default value is 3101.
Restart the BlackBerry Dispatcher service.

6. Open the BlackBerry Manager to verify the SRP connection (for example, to srp.xxblackberry.net). If the
connection is not available (in other words, a red X appears on the server icon), restart the BlackBerry
Manager.

Impact

If you install the BlackBerry Router on a remote computer in the DMZ, consider the following issues.

Network connectivity
The BlackBerry Router can only connect to a single SRP address (for example, srp.na.blackberry.net).

If your users use the BlackBerry Desktop Software or the BlackBerry Handheld Manager, make sure that those
applications can connect to the BlackBerry Router.

If you are implementing the WLAN-capable BlackBerry 7270 Wireless Handheld for both data and voice, the
Session Initiation Protocol (SIP) proxy server and the BlackBerry Router must be accessible on the same route.
This means that a remote BlackBerry Router that is installed in the DMZ requires a route to the SIP proxy server
outside the firewall.

BlackBerry.
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Note: Access to the BlackBerry Router allows for data access only (messaging, calendar, and browser use); it does
not allow for voice call access through the SIP infrastructure.

Installation

Multiple BlackBerry Enterprise Servers can share a single, remote BlackBerry Router. Because the BlackBerry
Router does not connect to any services, it can be run under any account. If the BlackBerry Router service is
installed and run under the BlackBerry Enterprise Server administration account, the BlackBerry Router that is
located in the DMZ requires a route to the internal Windows domain. If the remote BlackBerry Router is a
standalone Windows server, it cannot be installed and run with a BlackBerry Enterprise Server administration
account that belongs to the internal Windows domain.

Provisioning

You can push the BlackBerry Handheld Manager to user computers so that when users connect the BlackBerry
device to a computer and run the BlackBerry Handheld Manager (which can be configured to start automatically
at startup); the BlackBerry Handheld Manager connects to the BlackBerry Router on the BlackBerry Enterprise
Server. The BlackBerry Router uses this connection to route data to the BlackBerry device instead of through the
wireless network.

Registry entries

You might need to change registry values to allow remote access and accommodate port value changes. See
"Remote service requirements” for more information.

Flexibility

A typical issue during deployment of the BlackBerry Enterprise Server is a security policy that dictates that no
internal system can make a connection directly to the Internet; therefore, all systems must connect through
another system in the DMZ.

When the BlackBerry Router is implemented in the DMZ, there is the option of enabling a desktop to login
remotely (for example, from a hotel room) to the corporate LAN.

—
Desktop

()
M
HH

Wireless |. Firewall  BlackBerry Router Firewall ~ BlackBerry Enterprise

Network Internet Server

BlackBerry Router and desktop computer

It is possible to connect to the corporate LAN and deploy BlackBerry devices from a remote LAN through a
desktop computer that is running the BlackBerry Handheld Manager.

If you are implementing VPN as a security solution, placing the BlackBerry Router in the DMZ serves no security
or flexibility advantage. You control the BlackBerry Router and the BlackBerry Enterprise Server, so deployment
might be eased by the option of opening up a port other than port 3101, which is the standard relay port.

A barrier to typical deployment is that you have to open port 3101. If the BlackBerry Router is placed in the
DMZ, to use least cost routing, you will need to open up port 4101 on the internal-facing firewall to enable
communication between the BlackBerry Handheld Manager and the BlackBerry Router.

Because the BlackBerry Router is routing traffic between the BlackBerry Enterprise Server and
srp.xxblackberry.net, you can also configure it to perform Port Address Translation (PAT) and to listen for
BlackBerry traffic on another port. For example you can configure the BlackBerry Router to accept connections
from the BlackBerry Dispatcher Service on Port 80 and connect to srp.xxblackberry.net on port 3101.

»
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Note: If you select Port 80 as the service port, you need to disable or uninstall Internet Information Services on
the BlackBerry Router computer because a conflict will occur on that port.

For example, if the BlackBerry Router in the DMZ is configured to accept connections on port 80 and connect to
srp.xxblackberry.net through port 3101, on the internal-facing part of the DMZ you would need to allow
outbound initiated/bi-directional communication on port 80, and on the external-facing part of the firewall you
would need to allow outbound initiated/bi-directional communication on port 3101.

Wireless LAN

If you are implementing a WLAN, you can put the access points outside the firewall, and the BlackBerry Router in
the DMZ will be routable from the access points. This is an access security option that does not require a VPN or
layer 3 access security infrastructure. See the BlackBerry Enterprise Server version 4.0 Implementation Guide for
Wireless LAN on the BlackBerry support site (www.blackberry.com\support) for more information.

Note: Wireless provisioning does not currently work with BlackBerry 7270s for WLAN. The BlackBerry 7270s
must be connected to the administration computer or a desktop computer to initialize synchronization. An initial
synchronization connection is only needed with BlackBerry 7270s for WLAN.

Multihoming

Use of multiple network cards on a desktop computer is supported. The BlackBerry Router might send a list of IP
addresses if a desktop has multiple IP addresses, and try them in sequence. All desktop computers must be able
to connect over 4101.

BlackBerry Router chaining

Installing multiple BlackBerry Routers that are separated by firewalls (in a “chain”) permits the coexistence of a
local BlackBerry Router and a remote BlackBerry Router (used specifically for WLAN, for example). Chaining
BlackBerry Routers requires BlackBerry Enterprise Server version 4.0 Service Pack 1 or later.

When you implement a chain of BlackBerry Routers, internal users can access the BlackBerry Router locally on
the BlackBerry Enterprise Server for least cost routing and also access the BlackBerry Router in the DMZ. The first
BlackBerry Router forwards BlackBerry device authentication packets to the second BlackBerry Router in the
chain.

BlackBerry devices that are connected through the second BlackBerry Router can authenticate and communicate
with the BlackBerry Enterprise Server. The BlackBerry Enterprise Server pushes the BlackBerry Router IP addresses
to the BlackBerry devices. The BlackBerry devices can attempt to connect with each BlackBerry Router in the
chain in turn until they establish a successful connection.

DMZ

|

L ____|
Desktop i

BlackBerry Enterprise D
Server e ——

Wireless I Firewall  BlackBerry Router Firewall [ -] Desktop

—
Netwaork Internet

|

BlackBerry Router

"Chaining” BlackBerry Routers

Security

A remote BlackBerry Router might enable further security options because the BlackBerry Router does not have
encryption keys and therefore does not compromise the security of the BlackBerry Infrastructure if the BlackBerry
Router itself is compromised. However, implementing the BlackBerry Router in the DMZ does not necessarily
increase security.

»
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The desktop computer connects to the BlackBerry Router and reports the BlackBerry device PIN. The BlackBerry
router rejects connections from unauthenticated devices.

The BlackBerry Router mediates encrypted traffic between the BlackBerry Enterprise Server and the BlackBerry
device. It uses an authentication protocol that proves it knows the key but does not infer the key.

If the BlackBerry device is password protected, the user must type the password on the desktop computer that is
running the BlackBerry Handheld Manager.

Disaster recovery

Failover requirements

If the computer that is running the BlackBerry Router fails, it is necessary to automatically or manually failover,
or switch, to another computer that is running a BlackBerry Router.

Note: If there is ever downtime during which the BlackBerry Router is functional but the BlackBerry Dispatcher
service is unavailable, the BlackBerry Router, using serial bypass, notifies any connected BlackBerry device(s) and
synchronization of information between the BlackBerry Enterprise Server and the BlackBerry device stops.

Symptoms that the BlackBerry Router component is unavailable are that the synchronization of information
between the BlackBerry Enterprise Server and the BlackBerry device stops and least cost routing through serial
bypass stops. BlackBerry devices attempt to reconnect to the BlackBerry Router periodically.

To implement failover, install one or more remote BlackBerry Routers on independent computers, configuring
each BlackBerry Router during the installation with the same host name or SRP connection address.

Failover is simplified if the BlackBerry Routers, installed on separate computers, are assigned the same network
access node and listen on the same port. This enables failover to occur as soon as the BlackBerry Dispatcher is
configured to point to the new remote computer DNS name (for example, server.yourdomain.com) and the new
BlackBerry Router computer is brought online. When the BlackBerry Dispatcher connects to the BlackBerry
Router, the BlackBerry Router sends the BlackBerry Router address(es) (which are configurable through the
registry) to the BlackBerry Dispatcher to be added to the database and sent to the BlackBerry device(s) in a
service book.

Note: You have the option of creating more BlackBerry Router addresses to be sent to the BlackBerry Dispatcher
by creating a new key (\\HKEY_LOCAL_MACHINE\SOFTWARE\ Research In

Motion\ BlackBerryRouter\ Hostname) and adding a string value under the created key using the format
Host[n]=server address. For example, \\ HKEY_LOCAL_MACHINE\SOFTWARE\ Research In

Motion\ BlackBerryRouter\ Hostname\ [Value]Host1=router2

Configure the BlackBerry Dispatcher (failover)

If the BlackBerry Router to which the BlackBerry Dispatcher is connected becomes unavailable, the BlackBerry
Dispatcher registry entry must be changed to tell the BlackBerry Dispatcher which new network access node to
use when connecting to the BlackBerry Router.

1. Stop the BlackBerry Dispatcher service on the BlackBerry Enterprise Server.

Note: Traffic to the BlackBerry devices on that BlackBerry Enterprise Server stops when the BlackBerry
Dispatcher service is stopped.

2. On the BlackBerry Enterprise Server computer, open the registry editor.

3. Change the registry entry value for \\HKEY_LOCAL_MACHINE\SOFTWARE\ Research In
Motion\ BlackBerry Enterprise Server\ Dispatcher\ NetworkAccessNode from the default to the remote
computer DNS name (for example, server.yourdomain.com).

4. |If the failover BlackBerry Router listens on a different port, change the registry entry value for
\\HKEY_LOCAL_MACHINE\SOFTWARE\ Research In Motion\BlackBerry Enterprise
Server\ Dispatcher\TcpPort to the ServicePort value that is specified on the BlackBerry Router (for example,
80).
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Note: If a TCP port is not specified on the BlackBerry Router computer, the default value is 3101.
5. Restart the BlackBerry Dispatcher service.

6. Open the BlackBerry Manager to verify that the SRP connection (for example, to srp.xxblackberry.net) has
been re-established. If the connection is not available (in other words, a red X appears on the server icon),
restart the BlackBerry Manager. You might also have to restart the BlackBerry Enterprise Server.

Tip: If the BlackBerry Routers are installed with the same host name or SRP connection address and IP
address/DNS name and are behind a load director, automatic failover can be implemented.

Note: BlackBerry Router clustering is not supported.

BlackBerry.
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